10 




FIG. 1A 



Server 12 




Query 




Location 



Fingerprint 



Content 20 



Commercial Files 



Non-commercial Files 



Bitstream ID 



Certificate 



Digital Signature 



Private Key 



Public Key 



34 

38 
36 



40 



User 



User ID 



39 



FIG. 1B 



42 



44 



Enable peer-to-peer 
file sharing of content 




Charge a fee based on the 
quantity of the data served 


► 



46 



48 



50 



54 



Enable decentralized 
downloads of 
subscription-based content 



Provide direct marketing 
to client nodes 



Enable client nodes to become 
affiliate servers that deliver 
content to other client nodes 



Charge a fee to providers of 
the subscription-based content for 
serving the content to the client nodes 



Charge a fee to providers 
of the marketing content 



Pay owners of the affiliate 
servers a percentage of the 
fee charged for serving the 
files to the other client nodes 



52 



56 



FIG. 2 



108 



Allow user to download and install the client application 



100 



102 



Receive user's registration information 



104 



1 

Generate account inf 
digital certificate that incli 


r 

ormation, including a 
jdes a unique private key 


1 


r 



106 



Store user's account information in a user database, 
and the user's private key in a certificate database 



107 



Notify user and execute the client application 
I 




109 



Generate a bitstream ID 



110 



Use the private key to generate a digital signature 
i 



111 



Upload fingerprint to the server 



Store file information in the query and location 

databases, and store the bitstream ID 
and digital signature in the fingerprint database 



f 



112 



0 




FIG. 3A 



114 



116 



File 
placed into 
shared 
.folder. 

s2/ 



Make file available on the network by 
adding the file to a searchable index 
of shared files on the server node 



118 



Copy file to server node for 
delivery to a requesting node 
when publishing node is off-line 




120 



122 



Privately publish the file by 
direct file transfer and copy to 
server for off-line delivery 



124 



If receiving client node is logged into the 
server node and no firewall separates 
the two nodes, establish a peer-to-peer 
connection between the two nodes 



126 



If receiving client node not logged into 
the network, then temporarily store 

file on the server and deliver 
when receiving client node logs-in 



128 



If there is a firewall, then server node 
acts as a proxy for the receiving client node 
and the file is sent through the server node 



FIG. 3B 



Retrieve the file's fingerprint and 
user's public key from server 



132 



Use public key to decrypt the digital 
signature in the fingerprint, and generate 
a new bitstream ID and compare with 
the bitstream ID in the fingerprint 



File is authenticated if the digital 
signature is successfully decrypted 
and the two bitstream ID's match 



136 



Server searches for a match 
and returns results 



133 



Presort results based on client nodes 
located closest to requesting client node 



User clicks on the file returned as 
the search results to download the file 



138 



139 



Download different portions of the 

file from multiple nodes and 
reassemble the file upon receipt 



Provide subscription-based decentralized 
file downloads to the client nodes 



142 



Receive subscription content from content owners 



144 



Display a list of channels representing 
various types of content available 



146 



User selects files or channels 
to which to subscribe 



148 



When updates to the selected files are available, make 
files available for delivery to the subscribing client node 



150 



Locate closest client node containing the file, and transfer the 
file directly from that client to the subscribing client node 



152 



Charge content owners for delivery based on a selected 
priority of delivery and the quantity of files delivered 



154 



Charge content owners on a cost per click 
or cost per acquisition for marketing content 



156 



Charge users a fee upon delivery or opening 
pay-per-view subscription content 



FIG. 3D 



(0 
0 




<o ^ 
£ ^ ^ 

O) B z 



C i- 

(D 0) 

(/} (0 

O 

(D 

«- (/) 

§ i 

9. TO 





5 ^ 




IS 1 


\'" 










CM 
lO 



■D 

il 2^ 



C CD 
0 3 

CO $ 1 w 

I li 



